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Introduction - loT I=T 5

Ill

= The loT (Internet of Things) is the network of physical “objects” or “things” embedded

with electronics, software, sensors, and network connectivity, which enables these
objects to collect and exchange data.

®" Forming smart applications, homes, and cities.



Introduction - loT Security

= Massive data exchange makes IoT networks vulnerable to intrusions such as malware,
unauthorised access, and Distributed Denial of Service (DDoS) attacks.
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The loT Security Landscape

Normal Traffic

= Challenges in loT Security: HH HH HEH HH
= Heterogeneity: Diverse devices with varying H = = =
protocols.

= Resource Limitations: Low power and

0 . IPEALKBONE
memory in devices.

= Scalability: Millions of devices in a single WER S5 RATR
network. ~

= Common Intrusion Threats:

= DDoS
= Eavesdropping = H
= Spoofing HEH bl b

= Botnet attacks (e.g., Mirai botnet)




loT Security I

T

The three main security vulnerabilities in loT are:

1. Weak Authentication and Authorisation
Many loT devices lack robust authentication mechanisms, this makes it easier for attackers to gain
unauthorized access to devices and networks.

2. Lack of Data Encryption
loT devices often transmit data over networks without proper encryption. This exposes sensitive
information, such as operational data, to interception or eavesdropping by malicious actors.

3. Insecure Software and Firmware
loT devices frequently run outdated or poorly designed software and firmware. Vulnerabilities in
these systems can be exploited by attackers, especially when security patches and updates are not
applied regularly.



Examples of loT
security breaches

=  Mirai Botnet Attack in 2016:
Hundreds of thousands of loT
devices were infected and used
to create the Mirai botnet.

= This botnet launched DDoS
attacks that temporarily shut
down major services like
Spotify, Netflix, and PayPal.
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More examples of loT security breaches |

= 2018: VPNFilter Malware
= V/PNFilter malware infected over 500,000 routers in 50+ countries. The
malware intercepted data, blocked traffic, and stole sensitive information like
passwords.

= 2020: Tesla Model X Hacked
= A cybersecurity expert exploited a Bluetooth vulnerability to hack a Tesla
Model X, highlighting security risks with wireless key systems in cars.

= 2021: Verkada Camera Feeds Hacked
= Swiss hackers compromised 150,000 live camera feeds from Verkada, a security
camera company. These cameras monitored locations like schools, hospitals,
and prisons, raising privacy concerns.
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Intrusion Detection in loT |

= |loT Network Intrusion Detection Systems

= |oT IDS monitors the internet traffic across the devices in an IoT network. It acts as a
defence line, which can identify risks and protect the network from intruders and
malicious attacks.

loT Devices loT Devices 0T Devices @ |I|'lll|
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Internet Firewall Network TAP Swatch
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Limitation of 10T IDS |

* Traditional Intrusion Detection Systems (IDS):
= |nefficient against unknown attacks
= VIL IDS needs a lot of data to be accurate
= \Vulnerable to data breaches and network bottlenecks.

= +loT limitation
= Resource restrictions (memory, desk, etc.) and execution time.
" Centralised data collection and analysis.

These led to the development of tools such as TinyML, which is designed to
shrink ML down to loT scale, however this comes at the cost of performance.



Collaborative Intrusion Detection System =T

= A Collaborative Intrusion Detection System (CIDS) is a framework that uses
multiple detectors to identify intrusions in distributed systemes.
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CIDN




T

imitations of CIDS |

1. Privacy and Security Concerns: Sharing sensitive data across systems can lead to
potential exposure and security risks.

2. Scalability Issues: Managing a growing number of collaborating entities and large
volumes of data can lead to performance problems.

3. Data Overload: High volumes of incoming data can overwhelm the system, making it
difficult to identify real threats from false positives.

4. Trust Issues: Trusting all collaborators is difficult, especially if one participant is
compromised, which could lead to false data being shared.

5. Latency in Response: Data exchange between multiple systems can introduce delays,
allowing attackers more time to cause damage.



N
I
Global .
Moo(e' ,’/"A \| =
Central ’,«’;/" s
Federated ~ server < G
Updated
DS o
., @
\\\\ Updlated
S TR Modlel
\\ i ‘M/,;
& [
Global




Federated Learning I=T

= Federated Learning (FL) is a decentralized machine learning paradigm introduced by
Google in 2016 to enhance data privacy.

" |t uses a distributed environment where participating nodes complete analysis of their
own data with no need of transfers. Nodes are then share trained model updates instead
of raw data.

J

@ data

‘5’?" model

= A central server acts as an aggregator,
coordinating the training process and
combining model updates from clients.

= Aggregation is typically performed using
algorithms like Federated Averaging (FedAvg).
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Federated Learning
Workflow

e Each device trains a local model
using its data.

* Model updates (gradients) are sent

to a central server.

* The server aggregates updates to
create a global model.

* The global model is distributed
back to devices.
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Components of FID |

1. Data Collection:
* Logs of network traffic and device activity.

2. Local Model Training:
* Lightweight algorithms for resource-constrained devices.
 Use of anomaly detection models like SVM, Autoencoders, etc.

3. Federated Aggregation:
 Techniques like Federated Averaging (FedAvg) to combine model updates.

4. Global Model Deployment:
* Models are optimized for diverse loT architectures



Types of FID =
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Proposed loT FID |
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1. Data:
" CIC-10T2023 - A real-time dataset and benchmark for large-scale attacks
in loT environment.
= Approx 13GB - target DDoS attacks

2. Local Model Training:
= Support Vector Machine (SVM) and One-Class SVM.
* Complexity: O(n-d) per iteration, where:
" n:number of training samples.
= d: number of features (dimensionality).

" |ts O(n - d) space and time complexity makes it suitable for loT devices
training models



Proposed |oT FID =T

Top-level FedAvg algorithm

3. Federated Aggregation; parameters < |weight, bias]
. for rounds do
= Federated Averagmg (FedAVg) to Each node < parameters
combine model updates. Each node trains

weight_array < weight FROM ALL nodes
bias_array <— bias FROM ALL nodes
Y weight;

weight < =

bias + %
ll- I r - -
parameters <— [weight, bias|
end for

4. Model Deployment:
" Flower federated learning framework @
= |t handle coordination and

communication between worker nodes; Flower



Proposed IOT FID
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Conceptual Diagram for Outlined Federated Learning Structure

Local SVM Model
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Aggregated decision boundary parameters
(weights, bias term, etc...) from global model

Attack Training Data

loT Device 1

loT Device n

Local SVM Maodel

Decision boundary parameters (weight,
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Attack Training Data
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ReS U |tS Federated vs Non-Federated

Table 1. SVM compared with itself.

Model Accuracy Precision Recall F1 Score
SVM 0.991 0.979 0.993 0.981
SVM (3) 0.981 0.979 0.988 0.977
SVM (5) 0.974 0.976 0.975 0.973
SVM (10) 0.973 0.974 0.973 0.969
1 SVM Performance Metrics
| | I Frecision
0.995 Erreore|
Table 1 shows steady performance decreases as the im B e

node count rises, due to the dataset becoming more
fractured. The jump from three nodes to five nodes is
much bigger than five to ten, suggesting that it has *
some diminishing effects.

SVYM SVM (3) SVM(_S} SVM (10)
Model



Results SVM vs Other Models

Table 2. SVM compared with other federated models.

Model Accuracy Precision Recall F1 Score
SVM (5) 0.974 0.976 0.975 0.981
IF (5) 0.732 0.741 0.741 0.742
RF (5) 0.981 0.982 0.982 0.981
ANN (5) 0.974 0.983 0.975 0.975

Table 2 shows that SVM fits in the top range of models, with the slight variances between
ANN (Artificial Neural Network), RF (Random Forests), and SVM. lIsolation Forest (IF)
performs poorly here compared to other classifiers



Results Physical Metrics

Table 3. SVM compared with other federated models.

Model Total Delay (s)  Ratio to SVM Peak Memory ~ Peak Memory

Usage (MB) Per Node

SVM (C) 32 1 2,919 2,919
SVM (3) 46 1.44 3,503 1,168
SVM (5) 34 1.06 4,096 819
SVM (10) 27 0.843 5,420 542
ANN (5) 41 1.28 3056 613

RF (5) 201 6.28 2,059 418

IF (5) 6 0.19 2,050 410

Table 3 shows some interesting trends in both time and memory usage. The first quirk
is that delay seems to go up before it eventually falls below centralised models, this is
due to the fact that federated learning takes place in rounds



Comparison of Different Models Compa}rlson of Plﬁerent Models
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Conclusion

Feature

Decision Boundaries
Data Requirements
Interpretability
Training Time

Noise Handling
Versatility
Scalability

Real-Time Suitability

SVM

Simple to moderately complex
Performs well on small datasets
More interpretable

Slower for large datasets

Sensitive to noise

Limited to classification/regression
Struggles with large-scale problems

Lightweight, fast prediction

ANN

Highly complex, non-linear
Requires large datasets

Often a black box

Slower but scales better

Robust with regularization
Extremely versatile

Scales well with distributed systems

Can be resource-intensive



Backdoor Attacks on FL |
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Gateway (GW)
(e.g., Local WiFi router)
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Backdoor Attacks on FL |

Gateway (GW)
(e.g., Local WiFi router)




loT NIDS

T

Gateway (GW)
(e.g., Local WiFi router)
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Backdoor Attacks on FL |

Data label

loT malware detection Image classification

. . : Change labels, e.g., speed limit signs from
I t mal traffic, e.g. ’ ’
nject malicious traffic, e.g., 30kph to 80kph

use compromised loT devices
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Backdoor Attacks on FL

I=T
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Client2

Attack Strategies:

1. Manipulate training data
2. Manipulate local models




Challenges and Future Directions I
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= CHALLENGES:

= Data Poisoning Attacks: Adversaries may manipulate updates to disrupt
the global model.

= Communication Overhead: Frequent updates can strain networks.

= Device Constraints: Ensuring compatibility with low-power devices.

= FUTURE DIRECTIONS:

" Federated Reinforcement Learning: For adaptive and dynamic intrusion
detection.

=" Lightweight Models: Development of models tailored for 10T constraints.



Thank you!
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